SETTING UP ADFS

A MANUAL

Company settings

Account Users Email settings Theme  Advanced

On this page you can set up Single Sign-on for your company. Enter a title for your own reference (this is mostly handy for those wishing to use multiple Single
Sign-on options). The unique name will be used to log 1n on the alternative Single Sign-on login page. You can only use lower case letters and numbers for this
name

The Entity |0 from the Provider Metadata XML and the Provider Metadata XML can be found in the Provider Service you wish to use for Single Sign-on_ After

setting up Single Sign-on on this page, use the url {visible by clicking ‘edit’ on the overview you see after saving) to add this service as trusted in your Provider
Service

If you need help setting up Single Sign-on for your company, feel free to download our manual.
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Before configuring the settings on the ADFS server

Sign in on the messenger with an account with administrator rights. When using the web
version, you will find the option ‘Company settings’ under the dropdown menu at the top
right corner of your screen.

Click on ‘Company settings’.

@ Jane Doe

Denise Jones Profile
‘Company settings
Status
@ Online
@ Busy

(] Away

Jane Doe: Hi Denise! 22 @ Offline

Like Olikes Seenby Forward
A1 Connect Google Glass

Settings

Sign out

Send [l Attach files s | < H CC toemail



Then click on the tab on the right: ‘Advanced’.

Messenger - @ Jane Doe
L
Company settings
® - :
A Account Users Email settings Theme Advanced
S
[ ]
B On this page you can specify what functionalities users within your organization have access to.
® Alternative signin Applications Alarm service
a
Coworkers can only be invited on approved company domains Pin login code mandatory for mobile users (Android only)
- 9 -
a'a o Yes No Yes o No
User can export conversations to a PDF User can create a group chat by sending a email
a o Yes No o Yes MNo
Show message content in mobile notifications Show message content in emails
? o Yes No o Yes MNo
¥ v
(Y s

Here you will see three buttons at the top of the page. Choose the left one: ‘Alternative sign
in’. Then you will see the option ‘Add Provider’ in the top right corner. Click on it to show the
fields necessary to start setting up ADFS.

@ Jane Doe

m

Company settings
a Account Users Email settings Theme Advanced

Add Provider Download manual

o € back to advanced
a

On this page you can set up Single Sign-on for your company. Enter a title for your own reference (this is mostly handy for those wishing to use multiple Single
® Sign-on options). The unique name will be used to log in on the alternative Single Sign-on login page_ You can only use lower case letters and numbers for this
o name.

. The Entity ID from the Provider Metadata XML and the Provider Metadata XML can be found in the Provider Service you wish to use for Single Sign-on. After
she ) i ) i o ) ) i . i A
o'a setting up Single Sign-on on this page, use the url (visible by clicking 'edit’ on the overview you see after saving) to add this service as trusted in your Provider

Service
a If you need help setting up Single Sign-on for your company, feel free to download our manual.
?
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Enter the following information:

Title: This is what you will see as Administrator - choose a title that is clear to you.
Name: This is the name end users will use to connect to the ADFS infrastructure.

Entity: Thisis the URL from the ADFS server, for example:
https://adfs. COMPANY.com/adfs/services/trust

Metadata: Here you can paste the information from federationmetadata.xml, retrieved
from the ADFS server. The direct URL will have this format:
https://adfs. COMPANY.com/federationmetadata/2007-06/federationmetadata.xml

After saving these settings, the messenger will generate a URL for you, which you can use
to configurate the ADFS on the ADFS server.

Title Name

Entity Metadata

cancel



Set up ADFS

Open the ADFS management console on the ADFS server.
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Add Relying Party Trust

Click on ‘Add Relying Party Trust’ in the column on the right. You will then see the
following intro screen - click ‘Start’.

¥ Add Relying Party Trust Wizard -

Welcome

Steps Welcome to the Add Relying Party Trust Wizard

@ Welcome o ) ) _ ) ) :
Thig wizard will help you add a new relying party trust to the AD F5S configuration database. Relying paries

@ Select Data Source consume claims in securty tokens that are issued by this Federation Service to make authentication and
authorization decisions.

@ Corfigure Multifactor

Authentication Mow? The refying party trust that this wizard creates defines how this Federation Service recognizes the refying
party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party

@ Choose lssuance after you complete the wizard.

Authorization Rules
@ Readyto Add Trust
@ Finish

!

< Previous | Start || Cancel

You will then see the screen in which you can enter the federation metadata. This has a
format similar to: https://url-to-messenger/msrv/auth/samIMetadata?uriParam=xxxxxxxx-
XXX =XXXK=XXXX - XXXXKXXXXXXX

The ‘xxxx’ key consists of a unique code that is different for each company and can be
generated based on the contents of the MetaData field.

If you have followed the first steps of this manual correctly, you will have already generated
this URL.



Fill in the Relying Party Trust URL and click ‘Next’.

Select Data Source

Steps
Welcome
Select Data Source

Corfigure Multifactor
Authertication Mow?

Choose |ssuance
Authorization Rules

Ready to Add Trust
Finish

Select an option that this wizard will use to obtain data about this relying party:

(®) Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local netwaork.

Federation metadata address thost name ar URL):

|hﬁps:J-’,-’url-tomessengen"msnrfal_rth;’saml Metadata Puri P aram =ocoo00o 00000000 3000 -0000aaoccace

Example: fs.contoso .com or hitps:/Yweww contoso .com./app

() Import data about the relying party from a file

|Use this aption to impart the necessary data and centfficates from a relying party organization that has
exported its federstion metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

| | Browse...

() Ertter data about the relying party manually
|Use this option to manually input the necessary data about this relying party organization.




On the next screen you can enter a name and notes according to your own preferences.
Click ‘Next’.

Specify Display Name
Steps Enter the display name and any optional notes faor this relying party.
Welcome Display name:

Select Data Source |Er'|ter messenger name|

Specify Display Name Motes:

Configure Multifactar
Authentication Now?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish




Next you will see the following screen - for our messenger, you can ignore this one. Click

‘Next'.

Steps

@ Welcome

@ Select Data Source
@ Specify Display Mame

@ Configure Muttifactor
Authentication Mow?

@ Choose |ssuance
Authorization Fules

@ Readyto Add Trust
@ Finish

Configure multtifactor authentication settings for this relying party trust. Multifactor authentication is required i
there is @ match for any of the specified requirements.

Multifactor Authentication Global Settings

Requirements Users/Groups Mot corfigured
Device Mot configured
Location Mot corfigured

® | do not want to configure multifactor authertication settings for this refying party trust =t this time.

() Configure muttifactor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by nawvigating to the
Luthentication Policies node. For mare information, see Configuring Authentication Policies.
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Next you will see the screen below. For our messenger, the default settings are correct.

Click ‘Next'.

Choose Issuance Authornization Rules

Steps
Welcome
Select Data Source
Specify Display Mame

Configure Muttifactor
Authentication Now?

Choose |zsuance
Authorization Rules

@ Readyto Add Trust
Finish

lzsuance authorization rules determine whether a user is pemmitted to receive claims for the relying party.
Choose one of the following options for the inttial behavior of this relying party’s issuance authorization rules.

(®) Permit all users to access this relying party

The issuance authorzation rules will be configured to permit all users to access this relying party. The relying
party service or application may still deny the user access.
() Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

You can change the issuance authonzation rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

11



You will then see a little summary. Click ‘Next’.

Ready to Add Trust

s The relying party trust has been configured. Review the following settings, and then click MNext to add the
Welcome relying party trust to the AD FS configuration database.

Coiir ko Smwoo Monitoring | Identifiers | Encryption | Signature | Accepted Claims | Organization | Endpoints | Notd < | > |
Specify Display Name Specify the monitoring settings for this relying party trust.
Configure Muttifactor Rehyving party’s federation metadata LURL:

| https://urto-messenger/msrv./auth/samlMetadata JuriFaram

Authentication Now?

Choose lzsuance
Authorization Rules

Ready to Add Trust
Finizh

Monitor relying party
Automatically update relying party

This relying party’s federation metadata data was last checked on:
16-6-2016

This relying party was last updated from federation metadata on:
16-6-2016
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You have now reached the ‘Finish’ screen. Keep the check mark for ‘Edit Claim Rules’ on -
you will need to configure these next. Click ‘Close’.

Finish

Steps

Welcome

Select Data Source

Specify Display Name

Configure Multifactar
Authertication Mow?

Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust was successfully added to the AD F5S corfiguration database.

You can modify this relying party trust by using the Properties dislog box in the AD FS Management snap-n.

[w] Open the Edit Claim Rules dialog for this refying party tnust when the wizard closes

13




Set the Claim Rules

The ‘Edit Claim Rules’ screen will be opened after you close the previous screen.

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |
The following transfam rules specify the claims that will be sent to the relying party.
COrder  Rule Mame lzsued Claims
Add Rule... Edit Rule... Femove Rule...
QK Cancel Apply

In the ‘Claim Rules settings’, you will need to create three rules.

The first two serve to change the unique account name of the user into a format that can be
used by the messenger. Start for both Rule 1 and Rule 2 with ‘Add Rule’.

14



Select ‘Send Claims Using a Custom Rule’ and click ‘Next’.

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim nule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Send Claims Lsing a Custom Rule

Claim rule template description:

|Using a custom rule, you can create rules that can't be created with a rule template. Custom rules are
written in the AD F5 claim rule language. Capabilities that require custom rules include:

+ Sending claims from a SQL attribute store

+ Sending claims from an LDAP attribute store using a custom LDAP fitker

+ Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

+ Cregting claims for use only in later ules

< Previous | |
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Next you will see the screen below, in which you can enter your Custom Rules. You can find
these Custom Rules on the next page.

Configure Rule

Steps
@ Choosze Rule Type
@ Conrfigure Claim Rule

You can corfigure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To corfigure a custam rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim nule name:

Fule template: Send Claims Using a Custom Rule

Custom rule:

16



Rule 1

Rule 1 consists of the following ‘Custom Rule’:

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname ", Issuer
=="AD AUTHORITY"]

=> issue(store = "Active Directory", types =
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/windowsaccountname"
), query = ";samaccountname;{0}", param = c.Value);

Rule 2

Rule 2 consists of the following ‘Custom Rule’:
c:[Type ==
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/windowsaccountname"]

=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient");

17


http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/

Rule 3

To configure Rule 3, start with ‘Add Rule’.
Then select ‘Send LDAP Attributes as Claims’ and click ‘Next’.

Select Rule Template

Steps
@ Choose Rule Type
@ Corfigure Claim Rule

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Send LDAP Attributes as Claims

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAF attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMName and telephone Number
Active Directory attributes and then send those values as two different outgeing claims. This rule may also
be used to send all of the user's group memberships. I you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous || Mext = || Cancel

18



Give the rule a name. In the example we have entered ‘Attributes’. Select ‘Active Directory’
as your Attribute store.

Configure Rule

Steps ‘You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attibutes will map to the outgoing claim types that will be
issued from the rule.

@ Configure Claim Rule

Claim nule name:
| Atmibutes

Rule template: Send LDAP Attrbutes as Claims

Aftribute store:
|Active Directory

Mapping of LDAP attributes to outgoing claim types:

I;Eﬁﬂbme (Select ortypeto Cutgeing Claim Type (Select or type to add more)
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Configure the next screen the same as the example in the screen-print below:

E-Mail-Addresses E-Mail address
Given-Name Given Name
Surname Surname
Display-Name Display Name
objectGUID* objectGUID

*The objectGUID attribute might need to be entered manually, because it’s not selectable by default.

Sometimes the manually entered entry disappears, but then it needs to be entered again to make it visible.

You can configure this rule to send the values of LOAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be
issued from the rule.

Claim rule name:
[pirbui=s]
Rule template: Send LOAFP Attributes as Claims

Attribute store:

Active Directony

Mapping of LDAP attibutes to outgoing claim types:

;E?E_Iﬁ?bute (Select ortype to Outgeing Claim Type (Select or type to add mare)

E-Mail-Addresses E-Mail Address

Given-Name Given Name

Sumame Sumame

Digplay-Mame Digplay Mame

objectGUID objectGUID

20




What SSO looks like for messenger users

At the bottom of the login screen, choose ‘Alternative signin’.

USERMAME f EMAIL ADDRESS

PASSWORD

Forgot password?
No account yet?

Signin Alternative sign in

You will then see this screen:

Alternative sign in

Sign in Alternative sign in

Enter your chosen Provider Name in the ‘Provider’ field (this will usually be the company
name). You have set this in the messenger company settings.
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